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INTRODUCTION

The issue of online privacy has become one that is
constantly downplayed by large corporations for one
reason. money. In this research workshop, looked at
TikTok and loT devices like Amazon’'s Alexa. We also
explored a privacy-focused alternative to Alexa (without
trackers).

With our research, we hope to shine light on some
of the ways that big tech companies collect, store, and
sell your personal data for their monetary gain, and to
convince you to take your privacy back.

MYCROFT

We set-up our own voice assistant using the open-
sourced Mycroft voice assistant. Some of the highlights
include:

* No proprietary tracking, unlike Alexa
« Simple documentation for adding custom skills
* Lightweight and quick, using by a Raspberry Pi 400

Additionally, we created a virtual game of hangman that

ou can play with your voice!
g i : Figure 1: Jibran debugging our hangman skill.

Figure 2: Many more fields of data
were collected from TikTok Mobile
(and some were sent to Google!)

Figure 3: Fields collected by the
TikTok Web application
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