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Why should you care about your privacy and data?

● Our privacy, especially in regards 
to data collection and tracking, is 
more important than ever.

● 25% of Americans own a 
smartspeaker (NPR, 2022) but 
91% are worried speakers are 
eavesdropping (Hub 
Entertainment Research, 2019). 

● Through our research, we found 
that we are being tracked more 
than we may have originally 
thought…

https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
https://www.nationalpublicmedia.com/insights/reports/smart-audio-report
https://hubresearchllc.com/
https://hubresearchllc.com/


TikTok:
How Data 
Is Collected



User Actions

Like

Repost

Follow

● User actions such as liking, 
following, reposting, etc. 
influence the feed that we 
receive on our “For You” 
page.

● It would appear that is all 
that TikTok would need to 
collect from us.

● However, through our 
research, we found they 
collected much more than 
that.



Like / Follow Vs. Repost

Fashion/Style TikTok
● Initially, our TikTok user was trained to have a 

feed full of content inspired by Fashion/Style
● We then tried to retrain our feed to show new 

types of content using different types of user 
actions. 

Reposting - 7%

● After reposting 180 cat videos, 7% of the “For 
You” Page was converted to cats

Like / Follow - 14%
● After Liking and Following 46 videos, 14% of the 

“For You” page was converted to food



TikTok Network Traffic

● After collecting traffic on 
the TikTok website, we 
compare this to traffic 
collected by the TikTok 
mobile app.

● Based on our research, we 
found TikTok mobile 
collects more personal data 
than the web app appears 
to.

● This could be because 
TikTok website does not 
utilize advertisements 
compared to the mobile 
app.





Amazon Alexa Network Traffic

Pie Chart 1. Amazon Network Traffic

13.9% sent 

to marketing / 
advertising 
companies 







Building Mycroft:
Timeline

June 20

Set-up 
Raspberry Pi

June 21

Installed Mycroft
Configured devices

June 22

Installed skills
Created Custom 
skills



VS.



Mycroft Network Traffic

Pie Chart 2. Mycroft Network Traffic

0% sent to 

advertising 
agencies



Takeaways: What we learned
● We learned and improved many skills such as 

Command Line, Python, data analytics and 
Raspberry Pi.

● Learned how companies track our data and use 
it for their own profits (ex. advertisements).

● We learned the importance of privacy and how 
much of our personal information is actually 
tracked, stored and even sold.

● We have a huge responsibility to protect 
people’s data and practice transparency as we 
continue on our educational journeys and 
careers.



Big shoutouts to Marilyne, Ernest, 
Athina, Hieu, Rahmadi and Alison,     

you guys are the best!

Thank You!
- Team Comeback

Keep in touch with us!

Email: marinawild0@gmail.com
Email: tedmanln@gmail.com
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mailto:tedmanln@gmail.com

