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AROUND 82 PERCENT OF 
WEB TRAFFIC CONTAINS 
THIRD-PARTY SCRIPTS BY 

GOOGLE, AND ALMOST HALF 
OF THEM ARE CONFIRMED 

TO BE TRACKING YOU
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(Source: 
https://www.cloudwards.net/data

-privacy-statistics/)

https://www.cloudwards.net/data-privacy-statistics/
https://www.cloudwards.net/data-privacy-statistics/


INTRODUC
TION 
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The growth of technology has led to 
an increased concern about privacy. 
Through this two-week program we 
learned:
✔ About Mycroft skills
✔ Tracking & how to prevent it
✔ What data is collected in Alexa vs 

Mycroft
✔ Data collected by TikTok on the 

web versus mobile
✔ About ads and how to make our 

own ad blocker



MYCROFT 
SKILLS
▪ Installation of skills from 

Mycroft.ai and GitHub

▪ Dice

▪ Crystal ball

▪ Created our own skills

▪ Magic eight ball

▪ Hunger
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Today In History skill 
downloaded from Mycroft.ai

Dice skill downloaded 
from Mycroft.ai

Crystal ball skill 
downloaded from GitHub



TRACKING IN ALEXA VS 
MYCROFT

In Alexa, there were also no “1”s 
however, if the data was collected 

for longer, there would be more 
“1”s than in Mycroft

In Mycroft, there were no “1”s 
in the following columns, 

indicating no tracking
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TRACKING 
& HOW TO 
PREVENT 
IT

Advertising 
❖ Behavior
❖ Contextual
Tracking 
❖ Stateful

❖ First party cookies
❖ Third party cookies

❖ Stateless 
❖ Fingerprinting
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Methods of prevention:
� Ad blockers 
� Privacy browsers

Adblock Plus

Opera 
Browser AdGuard

Ublock Origin

Brave 
Browser



DIY AD 
BLOCKE

R
Steps:

1. Right click on website
2. Click on Network tab 
3. Catch me if you can
Pros:
▪ Will work everytime the 

website is opened on that 
browser

▪ Learn about Network Tab
Cons:
▪ Website may still maintain 

the ad slot (the gray area). 
▪ May cause some frustration
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The blank space 
seen here is a side 
effect of manually 

blocking ads



Web vs Mobile
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TRACKING IN TIKTOK

▪ Lesser ads
▪ More difficulty changing interest
▪ Less data types used for tracking

▪ More ads
▪ Easier to change interest
▪ More data types used for tracking

Figure 1: csv file 
for web 

Figure 2: csv file 
for mobile 

The data types highlighted in yellow can be used for 
tracking. There are more in the mobile version



Challenges
▪ Trying to work on this 

presentation simultaneously
▪ Setting up Mycroft
▪ Collecting data from Mycroft 

and Alexa
▪ Naming the files for the 

.py scripts to run

▪ Collecting TikTok data
▪ The files didn’t stop 

collecting data after 
export

Results
▪ Learned more about ads, 

tracking and how to 
prevent it
▪ Knowledge of linux 

commands, using PuTTy 
and ssh
▪ Hands on experience with 

network analysis, 
collecting data, running 
scripts, creating Mycroft 
skills
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Overall 
Experience

▪ Got to learn from PhD 
research students and 
professors with 
Proper Data
▪ Fun, enjoyable, 

interesting
▪ Would recommend to 

my peers for next 
year

CHALLENGES, RESULTS 
& OVERALL EXPERIENCE



THANK 
YOU

shubhangiwaldiya@
gmail.com

11
Jonah’s LinkedIn:

Shubhangi’s email:

mailto:shubhangiwaldiya@gmail.com
mailto:shubhangiwaldiya@gmail.com

