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Attestation software verifies the anomaly and gives feedback 3. Destination IP Address
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* Matches packets generated by a device to its profile entries

A more detailed version of device profile entries used for this purpose

* We use packet source address and packet destination address for matching instead
of packet direction and external address

Figure: Network Setup

RESU"’. _ g e B 0.0591% * Partial matching is used for packet source and destination address
* The performance of the Network Monitor PIL * At first Top Level Domain Name is matched. Then partial string matching is applied
Module is measured after developing 5 A packet fails to match with any profile entry because of two reasons:
necessary device profiles. HBN Smart 0.0% 0.00274% « Mismatched Endpoints
* The system is evaluated for both off the Plug Mini « Mismatched Length
shelf uninfected devices and an infected Ring Doorbell 0.00046% 0.7513%  Anunmatched packet is considered suspicious, and Device Attestation Module is called
RPi emulated smart bulb  Network Monitor works as a verifier for the Device Attestation Module and provides
Monitoring Uninfected Blink Mini 0.0% 0.0835% three parameters: Aujchentication Tc.)ken, Challenge, PID. N
. Camera * If the device attestation module gives feedback that it was a false positive, then a new
Devices o e 0.0% 0.1076% profile entry is created for the device based on the packet
Fal.se Positive R.ate(FPR) |s.calculated for gach Lumiman 0.0% 0.0142%
uninfected devices. Two different scenarios: . .
* Only endpoints from packets are matched Smart Bulb Device Attestation Module
with endpoints from profile entries Kasa Smart 0.0% 0.0657% * Attests a predefined memory region of the device when triggered
* Both endpoints and packet length are Bulb * It receives Challenge, Authentication Token, PID
matched LIEX Smart Bulb 0.0% 0.0% * Authentication token is used to authenticate the verifier,
. . e  Challenge is used to mitigate replay attack.
Monltorlng InfECtEd Devices NXP Emulated 0.0% 2.1276% e PID cangbe used to very tie merF:w\rly of a specific process.
* An emulated smart bulb on RPi 3 is used Bulb * Calculates the HMAC of the specified memory region and compares it with an expected
for this purpose o RPi Emulated  0.0% 0.0392% HMAC value of the region
* During training period, profile is built for Bulb  The expected value should be calculated initially when the region is known to be
the uninfected bulb fresh/uninfected by malware
*  After that the bulb is infected with Mirai, ~ ULTRALOQU- 0.0% 0.0114% * If the currently calculated hmac value does not match the expected value then the
Bashlite, malware binary files bolt Pro device is compromised and the attestation fails. Otherwise attestation succeeds.
* The Network Monitor module is able to Sensi 0.0% 0.1892%  The attestation result is sent back to the verifier
detect suspicious packets for: T
* The network payload sent from the
Nest Protect 0.0% 1.3223%

malware C&C during bot installation

. Subsequent communication between  SMoke Alarm

the bot and the C&C Rachio 0.0217%  1.3018% Next Steps
* The detection accuracy of the Network Sprinkler

Monitor Module was 100% * Evaluating the Network Monitoring Module with large number of different malware

iRobot Roomba 0.0% 0.4039% * Building malware profiles from malware generated traffic
Table: False Positive Rate of uninfected devices
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